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ABSTRACT.Civil emergency management is discussed when more than one aidisatian
is involved in solving an emergency problem. This paper analyses ietecggcooperation,
decision-making and leadership in the planning stages as well as durieggenties and dis-
asters. Specific deficiencies about information exchange and intenagéaff work are identi-
fied. The authors describe shared or parallel information processimgreetwork enabled pro-
cedures between all involved emergency management organisatiosispfoorting decisions
made under time constraints, and point out the need for open sourcasofitkategies to max-
imise use, also involving small, voluntary NGOs. Finally, further researth@evelopment is
called upon towards realising the aforementioned concepts for decisitamgaupport.

RESUME.La coordination des services civils d'intervention d’urgence entre ergjeand plu-
sieurs organisations doivent collaborer pour résoudre une situatiaverCet article explore
la coopération interorganisation, la prise de décision et la direction danskse de planifica-
tion aussi bien que pendant le déroulement des désastres. L'artictit tenalyse de données
en paralléle par plusieurs équipes et des procédures diwsréseaw qui peuvent étre utili-
sées lors de la prise décision quand la contrainte temporelle est trés inmpertéinalement,
les auteurs suggerent que des recherches plus approfondies soiegrises pour mettre en
pratique les concepts développés dans I'article en termes de SIAD.

KEYWORDSCIivil Emergency Management, Aid Organisation, Interagency CodiperaDisas-
ter, Information Exchange, Parallel Information Processing, Impratitsh, Group Decision.

MOTS-CLES :services civils d’intervention, désastre, contrainte temporelle, logiciet Jidéci-
sion de groupe.
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1. Civil emergency scenarios, emergency planning and managent

1.1. Civil emergency scenarios: some definitions, an overvieveafrent research
and our working agenda

According to UN ISDR (2002) a disaster is a serious disruptibthe function-
ing of a community or a society causing widespread humaneriaét economic or
environmental losses that exceed the capability of thestgffecommunity or society
to cope using its own resources. Disaster operation is deresil as a set of activities
performed before, during and after a disaster with the gigaleventing loss of human
life, reducing its impact on the economy and returning tcasesvf normalcy.

Altay et al. (in press) discuss disaster classification within a comtimuusing
emergency stages as categories from everyday emergencieajor emergencies,
disasters and catastrophes. Emergency escalation ishi#gbsas a transition process
at the discretion of an appropriate governmental authevitich uses declarative le-
gal means, thereby moving from normal status to emergeaggstwith the resources
of a single emergency organisation up to several emergenganisations, and from
standard procedures up to non-standard procedures.

OECD (2003) stated that effective emergency managementeapdnse depends
not only on actions immediately prior to, during and in theeahath of a disaster
but also - importantly - on preexisting plans, structures amangements for bringing
together the efforts of government, voluntary and privageneies in a comprehensive
and co-ordinated way.

We consider Civil Emergency Scenarios as situations in kvhicrmal life con-
ditions for citizens are suspended, and extraordinaryddeditions arise from an
emergency which threatens personnel and material goodsl Ebnergency Alerts
depend on the assessment of the situation in general, ang specifically on the
assessment of the threat to personnel and material googis igiva defined time and
space. Normally and in most cases Civil Emergency Alertslagdt with by aid from
Governmental Authorities’ or Non-Governmental Organ@a (NGOs) or both.

We suggest speaking about an emergency whenever more tha@rganisation
is needed and involved in solving an emergency problem. ¢h sases emergency
procedures are defined and a Lead Organisation is assighsdwduld enable an in-
ternational comparison of statistics on how many emergsraiise per time interval
per nation, whereas at large it is very difficult to count i@k number of cases of all
small emergency problems. Whenever a lower emergency stagtbe solved at
that level, emergency escalation needs to be declared.

Altay et al.(in press) summarize the publications in all fields of disaahd emer-
gency and argue for Operations Research (OR) activitiekjding management sci-
ence, management engineering and management consultitay eA al. (in press)
analyse disaster and emergency research publicationsuaigegst methods of Mod-
elling and Simulation (MS), as the topic - compared to moneybar research topics
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such as supply chain management - seems to lack resean@stnterom recent expe-
rience with the recent tsunami disaster and the World Traslget attack, future OR
research directions are suggested.

Comprehensive emergency management tries to generalisep@nd plans for
all kinds of emergencies, with structures and proceduresecio normal daily rou-
tines. Different response needs are then stated for difféneidents with equal phys-
ical evidence, e.g. given the possibly identical physiealits of a bus accident com-
pared to a terrorist attack on that bus. Thus, responsedstdis requires research and
decision-making support not for prepared emergency plariglso for improvisation
methods and technologies (Altayal,, in press). These include:

— Multi-agency research, e.g. ambiguity of authority, podil and ethical implica-
tions.

— Methods research, e.g. fuzzy systems, decision-makingrdics and uncer-
tainty simulation.

— Technology research, e.g. real-time sensing, positipam resource allocation.

— Disaster Operations Managemergsearch with focus on recovery stages, e.g.
damage assessment, debris removal, clean-up, financjaididistribution tracking,
verification and controlling.

— Business continuity, e.g. recovery of computer networkkdata as well as post-
disaster logistical problems, failure rates and critesiahielping business survive.

— Critical infrastructure design, e.g. survivability oftuest easy-to-rebuild net-
work designs, structure-based and human-based disrupaoagement models.

— Management engineering, e.g. the difference betweerstdisand everyday
emergencies.

The US National Research Council, Comitee on Science antndéagy for
Countering Terrorism, identified in 2002 "systems analysisdeling and simulation”
as the first research challenge. This is required for thresgssment, vulnerabilities
and interdependencies identification, threat detect&spanse planning, first respon-
ders training, response coordination and decision-mal@sgonse to terrorist attacks
((Jainet al,, 2003):

Emergency response needs an effort to create integratetbaied simulation
models. The main challenges to be overcome are the intezbitigr between emer-
gency response MS (modelling and simulation) applicatitims cost of transferring
data, and the simulation development process. The goal e the capability
to rapidly and automatically create a model configured tosagter event, and to
simulate a situation in standard data formats and strusténeintegrated Emergency
Response FramewoIi(eRF) for further MS with data and architecture standasds
defined via entities of interest (population, resources r@sgonse agents), disaster
events (man-made technical and natural) and applicatieniserability analysis,
planning, identification and detection, training and res).
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Mansouriaret al. (in press) define disaster management as a cycle of activitie
cluding phases of mitigation, preparedness, responsecangtary. Mitigation efforts
refer to activities which reduce the vulnerability to thepiact of disasters or reduce
the probability of disasters occurring. Preparednesgtsffefer to activities which
prepare the society to respond to a disaster if it occurspétee efforts refer to ac-
tivities to address the immediate and short-term effectsdifaster. Recovery efforts
refer to activities which bring society back to normal.

This Iranian-Australian research group (Mansoumral, in press) already has
prototyped a shared access, collaborative use and wel-bpdate of spatial data in
disaster response following the Bam earthquake. Theymaseapid or at least timely
collaborative decision-making. Their research focusestandards, access networks
and policies, including policies with respect to the inghmsand appropriate use of
private and academic sector capabilities. Options areritbescfor removing some
of the existing barriers, and the prototype’s architectsigepicted including mobile,
replication and security components about spatial data onl

Mansouriaret al. (in press) also provide for a concept of partnership betvadien
of the emergency response organisations and a partnersiigl fior spatial data col-
lection and sharing. The reasons behind this are that nweichail organisation can
collect and keep up-to-date all required spatial datasgtg®the occurrence of disas-
ters because the variety of requirements is unforseeaidey@organisation assigned
as responsible for data collection can collect and updatef #he required datasets
for all involved organisations during and after disasterowever, in reality Man-
sourianet al. (in press) state that the participation of organisationshiaring spatial
data in an emergency operation center (EOC) is limited daedianical barriers such
as standards and interoperability models as well as ndmieal barriers such as so-
cial, cultural and institutional issues.

Mendonca (in press) analysed specific cognitive aspectdrafe event decision-
making by different emergency response organisations acabedination protocol
called Incident Command System for team decision-makingpianned-for contin-
gencies under risk and time constraints: To manage extreerds flexibility, espe-
cially on a cognitive level, is crucial to organisationasiteence in order to address
contingencies that have not been planned for. The 2001 Wadde Center attack
confirmed earlier suggestions that emergencies routimebte non-routine situations
and underlined the need to plan for improvisation, devekpinand deployment of
new procedures in real-time during emergency management.

Preparedness and ability to improvise is considered to bellyoas important as
plans. Opportunities for computational decision-makingport for improvisation
are:

— Support for information and the prediction of event pradam (prognosis).

— Support on when and how to depart from planned-for proesd(improvisa-
tion).
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— Support for interaction among society, physical infiastinre and the emergency
responders (communication).

— Support for interaction with comparable "referent" medafl complex systems
(real-time modeling).

— Reducing search time using divergent and convergentitigniools (simula-
tion).

— Support for collaboration, negotiation and data shartegicion-making sup-
port).

Mendonca also specifies how "referents" facilitate teanrawigation according
to jazz music theory with the notion of a rough guide or frammekwsed to guide
cognition in the performance of improvisation. Such rougiidgs include existing
themes and a body of fragments, forming a "referent” undegljormat as a set of
constraints which allows for different realisations frone tsame "referent". In emer-
gency response this realisation may be a two-stage proE@ss; to recognise that
no planned-for procedure applies to the current situatiod, second, to develop and
deploy new procedures in real-time on the basis of all ablEl&eferents”.

Improvisation is described by Mendonca as the use of thergaf" underlying
set of constraints that provide a "blueprint” or "skeletéor'improvisation. In emer-
gency response this referent may be a set of standard ogembcedures and rou-
tines learned from previous or current experience as this fmrsa new course of ac-
tion in an unplanned-for contingency. A computational Madeognition, functional
ontologies and reasoning within a decision-making suppgtem expresses abstract
primitive actions combined into sequences. Opportuni@inning supports human
problem-solving through incremental stages, assemblasgiple solutions from this
"referent” library of cognitive and behavioural processes

The key choice in the whole consideration (Mendonca, ing)ré&sthe decision
whether or not to improvise: This requires problem findinghbdue to knowledge
about the event and the organisation’s goals and prefesence

The literature concerning our topic can be summed as
— A lack of bringing together the efforts of different agesgin a co-ordinated
way (OECD, 2003),

— A lack of interoperability between emergency responsermfa, responders’
training, response coordination and decision-makingn(@gal.,, 2003),

— A lack of standards, access networks and policies, whereallaborative part-
nership between all emergency response organisationsthamealised due to tech-
nical and non-technical barriers (Mansourg&tral., in press),

— A lack of flexibility on the cognitive level to address corgencies that have not
been planned for through improvisation during emerger({dfiendonca, in press), and
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— A lack of research interest in the fields of disaster and geray, although re-
sponse to disasters requires research and decision-msiipgprt concerning emer-
gency plans as well as improvisation (Altayal,, in press).

Similarly, in our case study we found and tried to solve peald of interagency
co-operation, emergency planning and collaborative eemengmanagement. We take
these deficiencies in the current state-of-the-art of ear@gmanagement as the start-
ing point and problem definition for our research:

— First we try to define a general standard process for inker@gemergency man-
agement, focussing in line with Mansourietal. (in press) on the phases of prepared-
ness and response.

— Then we try to provide a standard process interface betakemergency or-
ganisations contributing to emergency management at a@jat®on stage.

— Finally we try to establish standard staff work procedimeke lead organisation
or a co-ordination board between all emergency organisstio

— The solution we found is shown at an example with our cas#ystutwo Re-
gions of Austria (Northwest and Southeast).

After that we discuss further development of our conceph@dontext of current
research and suggest possible follow-up research directio

1.2. Emergency management: regional, national, european andluhl
preparedness

In order to provide for sufficient and timely reaction capiéibs, a general stan-
dard process for interagency emergency management nebdsnglace depending
on the time and space dimensions of possible and probablejenotes. Every kind
of preparedness includes normative prescriptions for uhiiér actions to be taken,
and emergency actions need to be based on the legal systdm afda in which
emergency preparedness is provided for.

Typically, for each hazard some governmental and non-gorental provisions
are made on regional echelons. In addition to civil emergamganisations, insur-
ances also provide financial support in emergencies if pié-pgn case of large scale
emergencies a wealth @d-hoc organisations are usually established and pushed
into action in order to provide aid from less affected areathé population in areas
suffering most from the emergency.

All non-governmental organisations are subordinate toeguwental regula-
tions, whereas all governmental organisations shouldelesome free space for
non-governmental organisations to let them make decisamgsact in order to get
public benefit from voluntary and private aid initiatives.ll Af these organisations
have different echelons, mainly in a hierarchical struetwith strong internal
leadership. The echelons of governmental civil emergernggrasations are normally
identical or congruent to communes, districts and regioithinvthe government,
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After Action: Strategic Review and Concept Development

Lessons Learned: Re-Design of Emergency Management
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Figure 1. Business process elements within emergency situatioreptédito Emer-
gency Management from ISO (2000)

while the echelons of non-governmental organisations atealways congruent to
the governmental echelons. Nevertheless, co-operatidrc@ordination in times of
emergency is required. Thus, a methodology is needed tmismareparedness and
act on or react to cases of emergency.

We suggest looking at emergency situations as a normal dessiprocess,
adopting well-proven management procedures when dealitgthre expectations of
citizens and other stake-holders in any emergency (seed-igu

Such methodology is often defined within Alert RegulationsadRegional Base,
as local differentiation and habits seldom allow for a mati@e identical methodol-
ogy and alert regulation. Nations normally ensure somedKati Standards within
Alert Regulations, but not for regional alert regulatiohgerhselves. On European
and global levels the main focus of civil emergency prepaesd are Provisions
for Border crossing Effectiveness because alert and emeygare normally not
restricted to one of the specific governmental areas: Emeigg are cross-border
situations on a regular basis.
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International aid organisations are normally announcebetoeady to act upon
request from national authorities, and prepare themsdiedifferent areas of
operations in different nations. However, they have to dbdie same rules as set up
by the respective nations where the emergency happens tgeme

Up to date there have been no binding regulations or treatlésy or limiting
the execution of international aid given to nations. Neweldss, there are some
customary international procedures in case of really laggeergencies. These
procedures regulate how international aid is coordinated brought into the
emergency area (e.g. UN OCHA, donor conferences). We calirtéthodology of
how to organise preparedness against emerge@iigisEmergency Planning We
call the methodology of how to act on or react to a specific cdsamergencyCivil
Emergency Management

2. Organisation of civil emergency planning (who and how to pepare)

2.1. Principles of civil emergency planning: government, NGABYOs and 10s
aid agencies

Every arising emergency developes over space and time. éiplam for evolving
scenarios in general and thus find a standard process te#dréaween all emergency
organisations? Most aid is given on a voluntary basis, eitiyeprivate voluntary
organisations (PVOs) or other non-governmental organisat{NGOs) which may
not be private and not completely voluntary as they may haenpnent personnel,
but all of them - also external governmental organisationg aid to a specific
emergency - have to consider possible emergency escalatidnbeing affected
themselves back in their homes. As the emergency develope erganisations will
be first on the location, others come late, some leave early.

When discussing some planning principles here, we are nadrtaidng a com-
prehensive approach, but focus on specific aspects of whaefeeto as Planning
Part C, theEmergency Process Management.

Planning "Part A":Strategic Direction and Resources

A first big part of planning has to deal with the preventivep-pctive legal,
technical and cognitive security building measures as agltaising and providing
resources according to valid emergency cases probakiliti®e are not going to
discuss this part here, but consider and assume the aliylabresults being in place.
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Planning "Part B":Operational Production Capabilities

The next steps of planning are dealing with capability dewelent, training, alert
and escalation mechanisms based on spatio-temporal emgrgase development
scenarios including a solid concept of operations per eash scenario within each
emergency organisation. The results are organisationshwee individually capable
to "produce” aid.

Planning "Part C"Emergency Process Management

Key planning efforts need then to clarify how to share woakidetween emer-
gency organisations, how to properly co-operate via inte$, and how to enable
flexible use of capabilities per case scenario.

We started from this "Part C" of emergency planning in ordefacilitate col-
laborative Emergency Process Management and provide foe stecision-making
support tools. One main goal of our research is to define geoation interface that
would fit into most or all cases and scenarios. We then try &duawe alongside of
some spatio-temporal emergency case development:

— We looked at a specific emergency and the need for a singébitityy develop-
ing over space and time.

— With the same emergency case we looked at the need for atlyéx sapabilities
over space and time.

— Finally for that emergency we looked at the need for coatitbm and interfaces
during co-operation.

Having done that for quite a number of cases we consider thdbund a workable
co-operation interface valid foEmergency Process Management nearly all
scenarios. This will be discussed in detail in chapter 3.

Planning "Part D"Emergency Market Communication

Furthermore, lots of planning is to be done on corporate enlte perception of
emergency management effects and efficiency during emeygeases, operational
analysis, situational awareness and controlling. Thes@nal awareness regarding
a customer’s expectations and satisfaction with the aidigeadl is key. The main
customers’ body are the citizens who are possibly in an eemesg but there are a lot
of other emergency stakeholders. As an example we look agafi&pregion and its
real hazard-specific preparedness and provisions.

In order to give an impression of the complexity of the needcfpordination we
list those organisations which where included in the casaysive describe later on
(Table 1).

Such a rather complex variety of actors and stakeholdetseifacus of emer-
gency coordination and management. Furthermore, therevidespread market of
external supply and support to each specific region. We stggasidering external
supply and support as a means of escalation, and to look s¢ guppliers just from
the perspective of the next larger or neighbouring govemaledministrative area,
even across national borders. Each region which is pregaredside emergencies
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Political General Org. Help Yourself & Self Defense
Public Awareness Org. Immediate and Vital Needs
Civil Individual Org. Economic Redundancy Policies
Industrial/Service Org. Trade Org.

Public Service Org. Stockpile Org.

Governmental Org. Power Supply Org.
Nongovernmental Org. Transportation Org.
Homeland Security Org. Re-Construction Org.
Education Org. Agricultural Org.

Evacuation Org. Press/Media Org.

Health Emergency Org. Police Org.

Medics, Paramedics, Veterinars  Military & NRBC Org.
Shelter, Bunker, Accomodation Weather Forecast Org.
Firefighters Org. Geologic Survey Org.
Flood Protection Org. Mountain Rescue Org.

Table 1. Some example organisations included in civil emergenoyrhe

can utilize both roles of giving or taking aid: Whenever a oegis directly affected
by the emergency as discussed in chapter 1.1: That is thdaaéke aid - and all
other regions which can give aid are in the role to give aidxasreal supply and
support.

Thus, from this "Part D" of Emergency Market Communicatiors@s some
sort of market orientation for all other parts of planningddooking at our specific
planning aspect "Part C" Emergency Process Managemerdwrigoing into details
we take advantage of defining the lead organisation amongatstevariety of actors:
The unequivocal main governmental authority of the regimaatly affected by the
emergency which takes aid will be the lead organisation awatdinate all other
organisations in order to supply and support. In some veegifip cases in which
the affected governmental authority itself may not be abledt accordingly, the
next one-level-up higher governmental authority wouldll@astead of the directly
affected one.

As discussed in chapter 1.2 up to date emergency lead is takear by Interna-
tional Organisations (I0s), mainly for reasons of the éxgstegal systems. Maybe
such a supranational emergency lead role will be realiseal Baropean level in the
near future for the first time, thus overruling differentinatl legal systems.

Our text focuses ointeragency Co-operation, Decision Makiagd Leadership
in the role to take aid only and to provide internal as well@gmal aid for internal
distribution within an emergency area. It does not focusamistics to bring aid in
from outside.

However, just to learn from another attempt of co-ordimatio the field of
emergency management we looked at the initiative deschipdtAHO (1999) where
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a software called SUMA (supply management) tries to suptherbther "side of the
coin": The logistics of how to bring aid from outside donotioas into an emergency
area. It is worth mentioning that this open source softwargiven for free to all
donor aid organisations and receiving aid organisatiotmth Americas.

2.2. Principles of inter-agency organisation and planning

At this instance we try to define some standard staff work gulaces in the lead
organisation or co-ordination board in order to facilitatanagement and leadership
while leaving participating organisations without mamagitmajor changes and with
minimal modification of their respective organisationaltgres and legacy systems.

Leadership within such a "volatile coalition of the willihgreates the utmost need
for continuity in the first place. This means that especiafgrmation from the very
beginning of the emergency must be documented and presexaetly, and persons
holding such information from the earliest stages need tvh#able throughout. Fur-
ther on documentation remains an important task, and somtnady in personnel
available should be granted.

Each organisation arriving at the location or in the arearst fias to get into a
Know How Centemwhere situational awareness is produced and given: Sistsial
and experts contribute here to an overall assessment e ).

Depending on the respective role assigned or self-assigtieatganisations will
try to contribute to decisions made on how to deal with theagibn. ThisCoordina-
tion of Intent Centers the most difficult step dihter-Agency Organisatigrand needs
to be pre-planned, prepared and supported using decisidammsupport tools.

The next difficult step in this sequence is tResources Centexhere there is
an absolute and urgent need to know about all dedicated nagailable to the Emer-
gency Process Management at any given moment. This is wherganisations have
to and will contribute well if they are given suitable andoaffable decision-making
support tools.

The final step before assigning tasks and then going intoradsi theCapabil-
ity Centerwhere all single methods of each organisation as well asdli@boration
capability between every pair of organisations two by twedseto be checked and
balanced. The best solution would be to have regulationstamdlardised operational
procedures (SOPs) written and hopefully also trained tageturing interagency ex-
ercises, but this is in reality seldom the case. The centdlqf coordination done
here is to apply the rules of engagement (ROESs) given by lahbgrthe lead gov-
ernment agency as discussed above in chapter 1.2. By thieseoftengagement all
participating organisations get some "does and don’tstkvban change over time by
rule of law or government, even during emergency. This paltadership possibly
involves the most important legal aspects. Therefore,aludchentation about collat-
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eral damage and all following legal disputes about comp@swill clarify who has
or had exactly what right to act at any given time: This alsedsedecision-making
support tools.

Normally there is not one single overditctions Centerbut perhaps several hot
spots where most of the activity occurs at any given time.nfadl action spots the
current situation has to be reported back to km®w How Centerwhere the situa-
tional awareness is produced and forwarded to participatiganisations.

In parallel to all of the Emergency Process Managemeiiedia Centerhas to
be set up, where information is given to the public. Somermfdion about the per-
formance and progress (or lack of progress) of all actiorsis@lso to contribute to
a kind of Corporate Interagency ldentity, which evolvesrirbeing together on the
spot. In addition this is an important duty area of leadgrstithin inter-agency or-
ganisation and planning.

Important to Emergency Process Management seems to bé¢hati$ obviously
no or little direct command authority but a process of negtg contracts while run-
ning this Inter-Agency Leadership (see Figure 2).

This sometimes leads to inefficiencies and overall ingffeness, compared to
strictly top-down organisation. On the other hand, themidusiness process model
available ensuring voluntary giving-of-aid effectiveaesLeadership therefore will
function mainly through incentives and the reporting of meas of effectiveness to
the public. This also corresponds to lean management #wehich focus on systems
thinking, partnership processes, customer relationgtij@ttom-up service orienta-
tion instead of mainly top-down command and control (Sed@603).

3. Organisation of civil emergency management (who + how tocd)
3.1. Principles of inter-agency decision making and network drlad management

Once planning is completed and preparedness is given airapy émergencies
would be dealt with accordingly. Decision making during thther strained, chaotic
and emotionally demanding atmosphere of a real emergenegsn® be done as
close to the procedures as possible which were set up dudngipg and preparation
phase.

For operation a threefold dynamic process is run, includiiglligence cycle,
decision cycle and targeting cycle. The fourth usual stepootrolling (Plan - Do -
Check - Act) is not put separate in the workflow but seen asgiatecision cycle,
and measures are done within intelligence cycle wheneteat&ins change (see
Figure 3).

Intelligence can be described as getting situational aves®as close to reality as
possible and preparing for well-informed decisions by kiag the most important
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Lean Leadership for Interagency Operations

no direct Command!
negotiate Contracts

1. Know How Center 2. Coordination of Intent Center 3. Ressources Center

Coordination of Decisions
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Law, Psychology, Language, Personell, Material, Finance,
History, Geography, ... Technology, Information, ...
10s, NGOs, PVOs, ... from all Organisations

Methods

Corporate Coordination Collaboration
Interagency Identity! Coordination Regulations + SOPs
SELF IMAGE! Coordination Training + Exercise
Coordination ROEs

4. Capability
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IMAGE

5. Coordination of Actions Center
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Figure 2. Inter-agency leadership within emergency management
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Figure 3. A threefold dynamic process supported by networking ibfuature.
Adapted to Emergency Management from ISO (1988)
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objects (units, assets, targets) within area of operatsnaell as doing reconnais-
sance in the field whenever situation becomes fuzzy (urinentague, frictional)
or having "science in the loop" (market research, expert)pebenever it comes to
interpretation (see Figure 3).

Targeting can be described as pushing desired effects ealdyr and executing
actions or reactions in order to influence the developmenhefemergency situa-
tion. The targeting cycle relies heavily on intelligenced aituational awareness.
Assigning tasks to emergency organisations has to be dodese spatio-temporal
coherence with knowledge about current decisions andligeace. Nowadays
network capabilities provide for "Near Real Time" data &alale to every emergency
organisation, but this data load would be data overloadtifpnocessed and put into
context of a comprehensive recognised common operatidctare (see Figure 3).

Thus during each interagency operations decision cyclagheork infrastructure
can be utilized for enabling a reach back from decision nakerthe field into a
properly prepared knowledge management data base, inglgtikndby expert pools
ready to assist in the assessment of situation, interpretaf data and applying
available state of the art knowledge onto the developingrgemey situation from
apart distance.

3.2. Putting the pieces together: a best practice case study dfwoek-enabled
management and lessons learned from practice so far

So far we described:

— a general standard process for interagency emergencygeraeat,
— a standard process interface between all emergency sagi@ms and,

— standard staff work procedures in the lead organisatiacoeasrdination board
between all emergency organisations.

Now we describe in detail our case study in two regions of AaisThree districts
and a total of seven community areas were involved in our Belgeriments. The
above-mentioned emergency planning and responsibilitytie overall business
process rested with the Federal Ministry of the Interior.

The leadership for interagency operation during emergenagagement rested
with the two regional government offices where our suggestaffl work procedures
were executed by a team from each contributing emergenayrgithisation including
I0s and NGOs following the suggested staff organisationvamidkflow. Most of all
resources and capabilities for the effective productioaidfo the civil population in
the area were brought in and exercised by each emergenayigajan at community

1. See the broad and interdisciplinary discussions on Friction, Chaospl€xity as proposed
by Clausewitz (1832).
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area level with leadership on a district level. We tackled tlo-operation and
interoperability problem by making available network-badglata with a spatial and
attribute data interface messaging infrastructure.

Through these network-based tools we trained the staffsedmach emergency
organisation in making parallel assessments of situat{gasous fictitious catas-
trophic scenarios that required the cooperation of orgdigiss) instead of waiting
for the arrival of the estimation from the higher or lower eldms. The thin client
we gave as a front-end application proved very helpful. s also given to
each mobile platform of each emergency organisation ifetlveas the equipment to
communicate with wireless digital data transfer.

Thus we had a very inhomogenuous hardware environment, btaraardised
data and software interface when minimum requirements wetsby the hardware.
As each organisation was equipped differently and sometidid not meet the
requirements, the network was far from being complete aseqtnally anticipated.
So the question of usefulness and effectiveness of primatiy idput and output on
different organisational levels arose, but could be ansdetearly positively. Having
described the principles and some theoryGdfil Emergency Managemenmte will
now give a short example for the real availability of Netwiatk Infrastructure in
order to gain a common understanding for the decision stijgpeironment we have
to consider at this time and and in this market place.

Figure 4 shows an example of three Emergency Organisatiamsed X, Y and
Z, with Organisation X being the only one with few digital efess communication
equipment pieces in the field (one individual, one car, tlogrational elements) and
running a communication server at a Local Area Network (LA¥jworking infras-
tructure which connects and supports four different staffmbers of Organisation X,
called S1/X through S4/X.

These staff members are given specific duties in the manageame decision-
making support to Organisation X: S1/X has to deal with pensd, S2/X with threat
and damage during emergency, S3/X covers all tasking arstteness issues,
whereas S4/X works on material and logistics.

In addition the two other Emergency Organisations Y and ZhaJy one piece
of digital communication equipment. Due to reasons of peability, each are
connected to the communication server of Organisation Xti@nhigher echelons
there are two district level workers, called Staff A and BBafThey do not run a sep-
arateCommunication Servebut are connected to the highest depicted headquarters,
called HQ SE, which is running a Wide Area Network (WAN) aticeml level (not
described in more detail here).
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Figure 4. An example of networking infrastructure availability

Under such inadequate and incomplete networking conditibere is a great
need and room for improvement on the equipment side, butrtinaless it already
does make sense to support the few staff members and putrébwieatever reports
would come in, normally using very different digital forrsatnd media.

Figure 4 also shows the most difficult question of interagesperations manage-
ment: Who will be running the staff cycles from intelligencedecision-making to
targeting? Currently the Organisations X, Y and Z as wellta#f 8 and Staff B and
finally HQ SE often run situational awareness separately.

4. Decision making specifica: "Inter-agency"” decisions aneffective leadership?
4.1. Leadership, staff expertise and operational effectiveses

Since every single organisation needs a specific staff aissed at all different
echelons, this workflow of separate assessment does make aed will not be
abandoned at any time in the future. However, if a common owivwg infrastructure
is made available to all of them there would be a lot of burdarniag and time-saving
as well as quality improving synergies among all of thosepigations.
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The next questions would be: What are the staff doing all the twhat needs to
be done separately in future, and what could be shared ortdge¢her? This ques-
tion will be discussed in the remaining portion of this paper

The decision cycle to be described a bit more in detail islam the Civil Emer-
gency Planning Process in General, but focussed here onrsitme, and embedded
into the Emergency Situation.

— It starts from Situational Awareness, which is the resihe Intelligence Cycle
as described before.

— Next is Operational Planning, which is the assessmentangéttdevelopment
phase including making use of reach back assets and cagsativailable.

— Tasking is central. This is when interagency organisatand units are assigned
or coordinated to forward specific intended effects ontoBEh®ergency Situation in
the field.

— This tasking is rather more to Contracting or Diplomatidiwity than to Com-
manding.

— The last is control, which previously was mentioned as dpaiverestimated
in most classical management theories and business prowssls. We see it as
"closing-the-loop" from Effective Operations in the fieldavReporting back to a
sensor-supported Situational Awareness.

In the decision-making cycle the result of operational plag needs to be shared
in any case, as tasking or even self-tasking needs to be ktwewery entity and or-
ganisation active in the field of emergency to prevent themmthindering each other,
and to enable spatio-temporal coordination, at least wihenise of public infrastruc-
ture like roads, water, electric power consumption or @img planned.

In general, any intent or interest present in the stake hadmmunity or envi-
ronment of the Emergency Site needs to be aware of all or stt fleast of the actors
providing aid there under very dangerous circumstances.tigher not situational
awareness can be shared will be discussed and decided emergittany emergency
case, as so far there is no workable technical solution famanecon operational pic-
ture at interagency operations. As long as there is no contewmical solution the
need for some additional workload in order to share thisrinfdion also has to be
considered: That is why up information sharing is not vemnomn to date.

Another problem about information sharing is the questiomteether or not a task
can be given to an individual element of one organisation pgraon not belonging
to that organisation. This is considered to be one of thei@rpoints of interagency
operations and will be solved only by the exchange of sufiic@enount of staff mem-
bers so that when assigning a task to e.g. firefighters, eireglesechelon will have a
fire fighting staff member or otherwise will not be able or all to give a task to a
fighting unit.

From this exchange of staff members between different ésgiions two main
conclusions can be drawn:
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— First, itis true that assigning an effective operatioaaktto any specialised unit
requires an adequately specialised staff member at thettplgnning and tasking
echelon one level above.

— Second, it becomes difficult whenever a number, e.g. maydre than ten or
even more than twenty, specialised organisations have tpenate in a specific emer-
gency case.

The question of how to specialise one staff member to be aldedl with two or
three differently specialised types of units can be puteasisl being pointless in the
long run: Basic knowledge and staff expertise are requioealssess capability and
proper tasking for each type of unit, and any compromisinthisf basic assessment
capability will compromise the effective use coming frorsthnit.

Thus, in general we have to live with a large number amountaif members.
This leads to the conclusion that we will not afford and evemdt want to afford
such a large number of staff at more than a few places at a Tilreelast aspect about
information sharing during interagency operations is thesgjon of controlling and
measures of effectiveness. That point is still under camsiibn in general terms,
because under time pressure one has to consider honestligerioe not (and if so
then to what extent) we want to invest and "waste" manpowee tnd effort into
controlling where at the same time urgent aid to human beiegsls to be provided.

The final answer to controlling under emergency conditisnsoit yet clear. There
will be something about controlling in the field. In the longnrthere will be a
tradeoff between lack of resources and lack of time on thehamel versus lack of
documentation and traceability on the other hand.

A workable compromise could be to have a qualified and staligkd Lessons
Learned Documentation and Emergency Market Research anthef each emer-
gency case.

4.2. The interagency paradigm: worst case and parallelizatiohaverall effort

Last but not least on the subject of interagency operatibasoterall effort put
into coordination must be considered so that the effort@anthnagement level is not
more than suitable for running efficient operations at theebaAs experience tells
us, the most efficient emergency aid is usually provided wihencase is the very
worst. Therefore, we have to learn that all effort in cooatiion needs to have a small
footprint, and all the different specialised organisasioreed to keep their profile of
specific use for the very special problem they are specdhfime

Networking technical solutions which help to share infotimraand build near real
time situational awareness will shape the future of intenay operations. The one
step we are making here is to make a basic interface toolenai(for no charge) to
all organisations having little infrastructure but an urgeeed for situation updates.
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The next step needs to be done by the organisations theraseleeder to provide
for a more parallel, asynchronuous and flexible assessmect$s shared among all
echelons and organisations in real time (see Figure 5).

Looking at the information flow in the worst case there id sigll-structured in-
formation coming from each emergency organisation in te& of normal reports
towards an integrated staff at medium level. On the othedhdnere is a lot of rele-
vant information coming from the population in an unorgedischaotic form and we
do not know in advance what will be useful information, andagwvill not.

All information needs to be collected and assessed. Thishisrevinformation
technology can help considerably when receiving vast amsoohinformation and
sorting it by a few criteria. One important criterion is $ogt by location, and thus
location needs to be added to every single piece of inconmifogrnation. Therefore,
information has to flow to the staff and will be assessed at staff member’s work-
place in his or her specific field of competence. Outgoingrinftion is reduced, but
the quality is increased significantly. Every single cdnition of staff members to the
situational picture will be stored in a database, avail&bkll organisations in a struc-
tured way reduced by staff expertise, sorted by the origithefinformation. Now
all organisations can look at those pieces of informatiothatsame time. This is a
big advantage compared to the situational awareness tleywithout that decision-
making support tool.

In addition each organisation is asked at every single tiotes add their respec-
tive assessment of the situation to the database. If thigrie dn a regular basis, the
individual effort necessary to do this is small, but benefithe overall emergency
case is great. Each time slot of current information will beha&ved, and the pro-
cess restarts. In order to have organisations followingdbaleline, one of the main
and most important coordinating leadership decisions @efme a specific time slot
period in which assessment and reporting has to be compeatadegular basis.

— For emergencies with fast dynamics and quick developrtfemgssessment time
slot may be every 3 to 6 hours, forcing every organisatiorite g written assessment
per each hot spot or emergency area.

— For emergencies with slow dynamics the time slot will ulsuad every 12 to 48
or even 72 hours only.

Whenever all participating organisations have entered #msessment into the
database, the integrated common staff echelon, perhapgmstetl here on the
district level, will not have to have a specific qualificationevery specialized regard
to assess the large amount of data coming from all areas,dsubuild upon the
assessment of all subordinate specialised organisatiohsugits in all respective
areas (see Figure 5).
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In general the specialisation at the lower level is stillthig order to have exper-
tise at the location. At higher echelons networking alloles dassessment to based on
expertise not inside the staff and thus releases persomtiet pplaces where they are
of immediate use for those affected by the specific emergeasy.

An additional option which may help give an overview and §uitsight into the
situation at the Know How Center can be to visualise the amofinformation com-
ing in at the current time slot on the map, using the locatisrthe reference and
putting the size of some symbol according to the amount aftiimformation (circles
at the map in Figure 5).

What we do not describe here in detail, but leave to anothérgbarur research
documentation is the architecture and design of our soérant-end. However, we
consider it essential to mention the fact that all parts andutes we produced, used
and proved useful were purely open source software whichgives free of charge
to the participating emergency organisations. Similarh® aforementioned logis-
tic solution SUMA by PAHO (1999) we create a possibility faohd and deep use
of network-based tools in the "community" of all emergenayamisations and even
the private interest of individuals to cope with the toogitrand learn between the
emergency situations and also provide feedback.

5. Conclusion

We described shared or parallel information processing retsvork-enabled
procedures between all involved emergency managemenhisagi@ns supporting
decisions under time constraint, and pointed out the neegifopen source software
strategy to maximise use, also by voluntary small NGOs. Withdescribing the
design of the system in detail, we presented the structuaecomputer-network based
decision-making support tool for the cooperation of orgations in emergencies.
The implemented application was tested in communities istdaiand was evaluated
by practicioners. The feedback generated in these sessithie considered for the
future versions of this software.

A final point we touch upon but do not solve in the approach vk timwards
emergency process management is the problem of time pees3inis is inherent
when making a decision during an emergency situation. Itds solved yet.
Automated decision support normally takes into consid@mathe information
requirements of the respective leadership echelon, puisfatmation together and
presents either a good overview over the data and informatioeven a qualified
prognosis.

Information systems normally need to have a specific qualitg quantity of
input information in order to be able to produce reasonabigpwd information -
otherwise the saying is true: garbage in - garbage out. Wheakamy about real
and dangerous emergency situations we have to be awareettisioth-making saves
lives and prevents damage, so every decision that will bentaleeds to be taken
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report collection,
report filing,
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Call-Center
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information|
Staff A Assessment A
Staff B Assessment B
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chaotic
Em. Org. w | Ass. wl| Ass. w2| Ass. w3| Ass. w4| Ass. w5 .
info from
Em. Org. | Ass. z1| Ass. 22| Ass. 23| Ass. x4 | Ass. 25 population

Em. Org. y | Ass. yl| Ass. y2| Ass. y3| Ass. y4| Ass. y5

Em. Org. z | Ass. z1| Ass. 22| Ass. 23| Ass. 24| Ass. z5

Region Southeast Northwest
District District A District B District C
Area Area 1 | Area 2 | Area3 | Area4 | Area 5 | Area 6 | Area 7
Report 1| Report 1 Report 1| Report 1
Report 2 Report 2| Report 2
Number of
Reports per Report 3 Report 3
Report 4|
Report 5
Report 6|

Total/Time 3 1 0 6 2 _

Figure 5. Parallelization of overall inter-agency effort
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fast. To provide information about the lack of informatianthe first and maybe
most helpful step towards artificial emergency leaderdhip real assessment about
life saving assumptions cannot be provided automaticadty yrhus, further work
towards prognoses based on a lack of information when stipgatecisions under
time-pressure needs to be done.
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